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[bookmark: _Toc189418308][bookmark: _Toc212639843][bookmark: OLE_LINK7][bookmark: OLE_LINK8][bookmark: _Hlk52446678]Information Technology Acceptable Use and Security 
[bookmark: _Toc212639844]Purpose
 Training 2U is committed to providing staff and learners with suitable, secure and timely access to IT equipment, online services, and resources. Our IT facilities and services must be utilised in an approved, ethical, and lawful manner to safeguard operational integrity, protect our reputation, and ensure compliance with acceptable use standards. Users are required to consult our RTO Manager before undertaking any activities not explicitly addressed within these policies.
[bookmark: _Toc212639845]Scope
This policy applies to: 
· All staff, learners, and authorised users accessing our IT facilities and services; and 
· All of our IT facilities and services.
[bookmark: _Toc211507191][bookmark: _Toc210899221][bookmark: _Toc210898415][bookmark: _Toc212623519][bookmark: _Hlk211504895]Software
· RTO Teams
[bookmark: _Toc212639847] Responsibilities
CEO
· Oversees compliance with legislation, regulations and IT policies to ensure appropriate resources are allocated to maintain IT infrastructure. 
· Approves any significant changes to IT configurations or policies.
· Assists with IT access requests and address user concerns related to IT facilities.
IT Personnel
· Maintains IT systems, security measures, and user support services. 
· Monitors and address potential risks to IT infrastructure.
[bookmark: _Toc212639848]General Principles
Training 2U strives to maintain a safe, secure and easy to use information technology systems and networking framework for our staff and learners by:
· Providing adequate training is provided in the use of our IT platforms and facilities.
· Ensuring IT support is readily available to staff and learners, when needed.
· Regularly reviewing and maintain our IT facilities and systems to ensure it is able to fend off any intrusions and cyber-attacks.
· Upgrading our IT facilities and systems to recognise and incorporate the latest technologies for the benefit of our staff members and learners.
· Creating a seamless user experience across all of IT services.
· Employing skilled IT personnel to meet organisational needs and expectations.
[bookmark: _Toc212639849]Acceptable and Unacceptable Use of IT Facilities and Services
· [bookmark: _Hlk52446750]Training 2U’s IT facilities and services are provided for use in the professional, administrative, commercial and community activities of the organisation. Some reasonable non-commercial personal use may be allowed, but this is a privilege and is not a right. If that privilege is abused, it will be treated as a breach of this Policy. 
· The use of the IT facilities and services must not jeopardise the fair, safe and productive IT environment of our community, nor our operations, assets and reputation. 
· The IT facilities and services provided must not be used unlawfully or for an unlawful purpose.
[bookmark: _Toc212639850]Access and Accounts
· [bookmark: _Hlk52446869]All staff and learners are entitled to access the IT facilities and services, at a level appropriate to their position and role, via a unique password protected account.
· Training 2U may impose quotas on the use of the IT facilities and services (including print, file storage, e-mail and internet download) and will revise them as necessary. Where quotas exist, account holders are expected to comply with them. if an account holder exceeds any of their quotas, they may be temporarily prevented from using Training 2U’s IT facility or service.
· When staff or learners no longer have a relationship with the organisation or are no longer authorised to have access to the IT facilities and services, their accounts will be disabled for a period of 3-months, and then deleted.
· Users may have their IT access suspended immediately where there is a suspected breach.
· All users must:
· Not use their access to gain any inappropriate personal, professional or other advantage;
· Not manipulate Training 2U’s data without authorisation; and
· Maintain the confidentiality of any personal or confidential information accessed via the IT facilities and services.
[bookmark: _Toc212639851]Security
· [bookmark: _Hlk52446999]Training 2U will take reasonable steps to protect the IT facilities and services from unauthorised and unacceptable use and intrusions.
· To preserve the organisation’s standard operating environment and ensure compliance with licensing obligations, users of the IT facilities and services may only modify the standard configuration of any of the IT facilities and services, after first gaining approval from the RTO Manager. Users must never install or use unlicensed or malicious software on the IT facilities and must not connect unapproved networking devices to our organisation’s IT infrastructure.
· Users of the IT facilities and services must not circumvent the authorised internet connection(s) or subvert our IT security measures.
· All Training 2U’s IT hardware, especially portable devices, must be kept secured at all times against damage, misuse, loss or theft. In addition, hardware and software containing sensitive information or data must be protected with appropriate security measures such as passwords and encryption. 
[bookmark: _Toc212639852]User Responsibilities
· [bookmark: _Hlk52447063]It is a condition of use of the IT facilities and services that this Policy, particularly the principles of acceptable and unacceptable use, and its associated procedures must be complied with. 
· Users must not:
· Access pornographic or obscene material or material that could offend others;
· Let anyone else use any of your accounts or tell anyone else your password;
· Download videos, music or anything else that is copyrighted by other people;
· Use the IT facilities to bully or harass other people;
· Install unlicensed or malicious software;
· Use the IT facilities to advertise for goods or services for personal purpose;
· Forget to log out of the computer systems when you have finished using them;
· Use the IT systems for purposes not relating to your work or learning at Training 2U ; and
· Forget to think carefully about your online conduct to protect personal information. 
· Users are responsible for all activity initiating from their account.
· Users must only access the IT facilities and services using their own account.
· Users must ensure that their passwords are securely stored.
· Users of the IT facilities or services provided by a third-party provider on Training 2U’s behalf must comply with any terms and conditions issued by that third-party provider.
· Users of the IT facilities and services must not create, send, store, upload, access, use, solicit, publish or link to:
· Offensive, obscene, profane or indecent images or material;
· Material likely to cause annoyance, inconvenience or distress to other individuals or cultures;
· Discriminating or sexually harassing material or messages that create an intimidating or hostile work environment for others;
· Defamatory material or material that makes misrepresentations or could otherwise be construed as misleading;
· Material that infringes the intellectual property (including copyright) of another person or organisation; and
· Malicious software such as viruses, worms or address-harvesting software.
· The IT facilities and services must not be used in the conduct of any personal business or unauthorised commercial activities.
· The IT facilities and services must not be used for any illegal activity such as sending chain letters, breaching the Spam Act 2003, or attacking of other computer systems.
· Staff must include the appropriate sections of the organisation’s official signature and disclaimer on all e-mail messages sent.
· Electronic materials must never be forwarded on without the express or implied permission of the material’s creator.
· Peer-to-peer and torrent software must only be used for lawful purposes.
· Any observed security weaknesses in or is a threat to the IT facilities and services, as well as any known or suspected breach of this Policy and its associated procedures must be reported to the Administrative & Support Staff as soon as practicable.
[bookmark: _Toc212639853]Managing and Monitoring 
· Training 2U will manage user accounts, maintain a secure IT environment and keep users of the IT facilities and services informed of their user responsibilities and expected best practice standards.
· Training 2U reserves the right to investigate any and all aspects of its electronic information systems if it is suspected that any user of the IT facilities and services is acting unlawfully or violating this policy or any other business policy. 
· Training 2U may take action it considers necessary to remedy immediate threats to the IT infrastructure or security, including suspending authorised accounts and/or disconnecting or disabling relevant IT facilities or equipment, with or without prior notice. 
· Training 2U reserves the right to block or filter any network traffic that potentially breaches this policy or is potentially illegal.
[bookmark: _Toc212639854]Utilising Social Media
· The same standards you use in real life should be applied online – including laws, business policies, behavioural expectations and the rules or common courtesy. 
· The following principles provide some additional guidance specifically relevant to social media use:
· Be respectful, genuine and credible.
· Remember each social media platform is different. Make sure you understand the nuances and accepted communication style of each tool, before you jump in and start posting.
· Remember social media spreads far and wide – please therefore post appropriately. If you would not do something in front of a room full of people, you should not be posting it online either.
· If you make a mistake, admit it and fix it quickly. 
· Maintain confidentiality. Social media is inherently unsecure and far-reaching in its audience. Do not share any confidential, private or sensitive information through social media. 
· Protect your own safety and privacy. Consider your own privacy and safety before broadcasting real-time details about where you are or what you are doing. make sure you fully understand the privacy settings you have for limiting who can see your information or posts. 
· Be aware of liability. You are responsible for your own posts, and they are almost impossible to erase. Be sure that what you post would not come back to haunt you later.
· Think about how your posts might affect other people. If you write something negative or inflammatory about someone on a social media site, the whole community can see it – so it may have a much greater impact on others, even though you may not see that impact first-hand. If you would not say it to someone’s face, do not post it online.
· Think about what capacity you are acting in. if you are acting in an official Training 2U capacity, or as a person with a Training 2U connection, see the additional guidance below. If you are acting in your personal capacity, be sure to make that clear (especially where people might get confused as to whether you are speaking on behalf of the organisation).
· Distinguish between your personal and professional capacity. Make it clear when you are not speaking on behalf of the organisation. If an issue relates to your role within Training 2U and you are commenting on it, you should identify yourself and your connection to the organisation. You must then behave as the business directs through policies, codes and employment terms.
· Act within your authority. Just as you need authority to speak on behalf of the organisation to the media or to any outside entities, you need authority to speak as a Training 2U representative on social media sites. 
· Do not use your online presence to damage the organisation and its reputation.
· All staff and learners should exercise careful judgement when interacting with others on social media sites. The guiding principles should be the same as for your relationships with others in the non-online world, including that you do not exert undue influence (or give the perception of exerting undue influence, or make the other feel like they are being influenced).
· Something posted on a social media site is still a written communication, so the same legal ramifications can flow, such as defamation, trade practices or fair-trading violations, or a breach of privacy or confidentiality – and because it is written in a permanent forum, hard copy communication. Do not post anything on behalf of the organisation without prior approval from the CEO, as it may have legal consequences.
· Respect the organisation’s reputation and branding. 
· Reach out to others across the organisation who are maintaining our social media sites or posts, especially when they are targeted to the same audience. Work collaboratively to ensure a consistent tone and approach. 
· Ask yourself whether there is anyone you should keep informed about your social media communications on behalf of the organisation. Think about who you would include in on the same communication if it was in hard copy or e-mail from – the same people should be informed about your social media posting.
[bookmark: _Toc212639855]E-mail Etiquette
· Efficient and effective use of e-mail is crucial to many business activities. Please observe the following recommendations when using Training 2U’s e-mail services
· Make sure your e-mail messages are concise and limited to relevant individuals.
· Use Training 2U’s recommended signature and disclaimer on all e-mails.
· Ensure that all e-mails sent complies with the SPAM Act 2003 – this means that commercial electronic messages should not be sent except to e-mail lists or groups that have been established specifically for the purpose of buying or selling goods or services. Commercial electronic messages may only be sent from Training 2U e-mail accounts if:
· The consent of the recipient can be construed, a functional unsubscribe facility allows the recipient to withdraw their consent at any time, and any requests to unsubscribe are actioned within 5 business days; or
· The message relates to goods or services supplied by Training 2U and is sent to current or former employees, clients or candidates that have previously registered their details with Training 2U
· Use a meaningful subject to ensure the recipient will know what the e-mail is about.
· Lay out the message neatly for clear readability and do not use very long sentences. 
· Take care with sarcasm and humour so that you are not misinterpreted. E-mail lacks the cues of body language and intonation which are present in verbal communication.
· Take time to consider and re-read your message before sending it. Do not reply in the heat of the moment as a message may not be able to be recalled.
· Do not write anything you would not say in public – e-mail is not confidential. 
· When replying to all, review the list of addresses and only include those who need to receive your reply. 
· Keep the thread when replying to an e-mail and use the reply option to preserve the thread of the discussion. 
· Carefully check the addressee before sending. 
· Do not re-direct message without the original sender’s permission – it may not be appropriate.


[bookmark: _Toc212639856]Compliance
This policy aligns with:
· 2025 Standards for RTOs:
· Standard 1.8 – Facilities, resources and equipment for each training product are fit-for-purpose, safe, accessible and sufficient.
· Standard 4.1 – The RTO operates with integrity and is accountable for the delivery of quality services.
· Standard 4.2 – Roles and responsibilities are clearly defined and understood.
· Standard 4.3 – Risks to VET students, staff and the RTO are identified and managed.
· Standard 4.4 – The RTO undertakes systematic monitoring and evaluation to support the delivery of quality services and continuous improvement.
· Copyright Act 1968
· Notifiable Data Breaches (NDB) Scheme
· Privacy Act 1988
· Spam Act 2003
· Telecommunications (Interception and Access) Act 1979
Failure to comply with this policy can have serious consequences, including but not limited to:
· For the RTO – breaches of legislation or regulatory requirements may result in financial penalties, reputation damage, or regulatory enforcement actions. 
· For Staff Members – suspension or termination of IT access, disciplinary actions, including termination of employment, and legal consequences if violations breach state or federal laws.
· For Learners and Clients – suspension or termination of IT access, disciplinary actions, including termination of enrolment, and legal consequences if violations breach state or federal laws.
[bookmark: _Toc212639857]Continuous Improvement
· A risk management approach will be used to review and update this policy, ensuring alignment with evolving legislative and regulatory requirements and implement corrective actions for any non-compliance detected. 
· Feedback from staff, learners, clients and industry stakeholders will be used to inform improvements to compliance processes and the effectiveness of our operations.  
· An internal audit is to be conducted at least once per year to assess our compliance with this policy and the relevant legislative and regulatory requirements. The audit schedule is outlined in our Continuous Improvement Schedule and areas for improvements are documented in our Continuous Improvement Register.
· Internal audit review questions for self-assurance purposes should include:
· Are all staff, learners and authorised users provided with appropriate access to IT facilities and services based on their roles?
· Are access levels regularly reviewed?
· Are the current policies and processes adhered to and working for the RTO?
· Have all significant IT infrastructure or configuration changes been properly implemented?
· Are reasonable security measures in place to protect IT systems from unauthorised access, malware and cyber threats?
· Are users regularly reminded of their responsibility to report known or suspected IT security incidents?
· Were there any serious breaches in the past year and if yes, were they reported to the relevant authorities?
[bookmark: _Toc212639858]Related Documents
· Backup Schedule 
· Continuous Improvement Register
· Continuous Improvement Schedule
· Student Handbook
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